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(b) Program and functional managers
shall receive awareness training in
computer security basics; implementa-
tion level training in security planning
and management, and computer secu-
rity policy and procedures; and per-
formance level training in contingency
planning and systems life cycle man-
agement.

(c) IRM, security, and audit per-
sonnel shall receive awareness training
in computer security basics; and per-
formance level training in security
planning and management, computer
security policies and procedures, con-
tingency planning, and systems life
cycle management.

(d) ADP management and operations
personnel shall receive awareness
training in computer security basics;
and performance level training in secu-
rity planning and management, com-
puter security policies and procedures,
contingency planning, and systems life
cycle management.

(e) End users shall receive awareness
training in computer security basics,
security planning and management,
and systems life cycle management;
and performance level training in com-
puter security policies and procedures,
and contingency planning.

§ 930.303 Initial training.

The head of each agency shall pro-
vide the training outlined in § 930.302 of
this subpart to all such new employees
within 60 days of their appointment.

§ 930.304 Continuing training.

The head of each agency shall pro-
vide training whenever there is a sig-
nificant change in the agency informa-
tion security environment or proce-
dures or when an employee enters a
new position which deals with sensitive
information.

§ 930.305 Refresher training.

Computer security refresher training
shall be given as frequently as deter-
mined necessary by the agency based
on the sensitivity of the information
that the employee uses or processes.
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